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                    The world’s most used penetration testing framework

                    Knowledge is power, especially when it’s shared. A collaboration between the open source community and Rapid7, Metasploit helps security teams do more than just verify vulnerabilities, manage security assessments, and improve security awareness; it empowers and arms defenders to always stay one step (or two) ahead of the game.
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            View All Modules
            Latest Metasploit Modules

            
            	Title	Date	Author
	Land #19033, lint modules/exploits/linux/smtp/haraka.py	Apr 03, 2024	adfoster-r7
	Land #19032, Fix bad module indentation
            
            The wp_downloadmanager_upload module has bad indentation	Apr 01, 2024	smcintyre-r7
	Land #19031, Extra ',' is causing ruby issues	Apr 01, 2024	smcintyre-r7
	Land #18906, Add template data files for ESC2 and ESC3
            
            Merge branch 'land-18906' into upstream-master	Mar 29, 2024	bwatters-r7
	Land #18764, Add unauth Jenkins file read module
            
            This PR adds a new module to exploit CVE-2024-23897, an unauth arbitrary
            (first 2 lines) file read on Jenkins.	Mar 28, 2024	jheysel-r7
	Land #18915, Add Watchguard RCE CVE-2022-26318
            
            This PR adds a module for a buffer overflow at the administration
            interface of WatchGuard Firebox and XTM appliances. The appliances are
            built from a cherrypy python backend sending XML-RPC requests to a C
            binary called wgagent using pre-authentication endpoint /agent/login.
            This vulnerability impacts Fireware OS before 12.7.2_U2, 12.x before
            12.1.3_U8, and 12.2.x through 12.5.x before 12.5.9_U2. Successful
            exploitation results in remote code execution as user nobody.	Mar 28, 2024	jheysel-r7
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            Latest Pull Requests

            
            	Name	Labels	Author
	Python module fixes	
                            rn-no-release-notes
                    	nrathaus
	The wp_downloadmanager_upload module has bad indentation	
                            module
                            , 
                            easy
                            , 
                            rn-no-release-notes
                            , 
                            code quality
                    	nrathaus
	Extra ',' is causing ruby issues	
                            module
                            , 
                            easy
                            , 
                            rn-no-release-notes
                            , 
                            code quality
                    	nrathaus
	Module indentation was wrong	
                            module
                            , 
                            rn-no-release-notes
                            , 
                            code quality
                    	nrathaus
	Updates `admin/mysql/mysql_enum` to work with newer versions of MySQL	
                            rn-fix
                    	cgranleese-r7
	add better logging for failed logins	
                            rn-enhancement
                    	zgoldman-r7
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                    Recent Blog Posts

                                
                                    Fri Apr 05 2024

                                    Metasploit Weekly Wrap-Up 04/05/2024

                                    New ESC4 Templates for AD CS
                    Metasploit added capabilities for exploiting the ESC family of flaws in AD CS in Metasploit 6.3. The ESC4 technique in particular has been supported for some time now thanks to the ad_cs_cert_temp...

                                

                                    

                                
                                    Fri Mar 29 2024

                                    Metasploit Weekly Wrap-Up 03/29/2024

                                    Metasploit adds three new exploit modules including an RCE for SharePoint....

                                

                                    

                                
                                    Mon Mar 25 2024

                                    Metasploit Framework 6.4 Released

                                    Metasploit 6.4 has been released with Kerberos improvements, new session types, indirect syscalls in the Windows Meterpreter and DNS configuration support....

                                

                    View More Metasploit Blog Posts                
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                        Rapid7’s solution for advanced vulnerability management analytics and reporting.
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                        Rapid7’s incident detection and response solution unifying SIEM, EDR, and UBA capabilities.
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                        Metasploitable

                        Virtual machines full of intentional security vulnerabilities. Exploit at will!
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